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The strcpy() and strcat() functions have been villainized as a major source of buffer overflows,
and there are many mitigation strategies that provide more secure variants of these functions. However,
not all applications of strcpy() are flawed.

Development Context

Copying and concatenating character strings

Technology Context

C, UNIX, Win32

Attacks

Attacker executes arbitrary code on machine with permissions of compromised process or changes the
behavior of the program.

Risk

The strcpy() and strcat() functions are a source of buffer overflow vulnerabilities.

Description

The strcpy() and strcat() functions have been villainized as a major source of buffer overflows,
and there are many mitigation strategies (such as strcpy_s() and strcat_s()) that provide more
secure variants of these functions. However, not all applications of strcpy() are flawed. For example,
assuming source has been properly validated, it is often possible to dynamically allocate the required
space as follows:

dest = (char *)malloc(strlen(source) + 1);
if (dest) {
strcpy(dest, source);

}
else { /* Handle memory allocation error */
…

}

There are also other cases where it is clear that there is no potential for writing beyond the array bounds.

As a result, it may not be cost effective to replace or otherwise secure every call to strcpy(). This
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depends on the overall mitigation strategy adopted, as some strategies require an overall retooling of
string manipulation logic.
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